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Background and Purpose
The MDPH Intra-Department Data Use Agreement shall be completed whenever one MDPH program requests confidential information from another MDPH program for purposes authorized under the  MDPH Confidentiality Procedure # 3:  Use and Disclosure of Confidential Information. 
The primary custodian is the program that collects and provides the confidential information to the other program and is responsible for ensuring that the confidential information is only used and disclosed in accordance with the Department’s Confidentiality Policy and Procedures, and applicable laws.
  
A copy of the completed agreement shall be held by each participating center and shall be filed by the primary custodian with the coordinator for RaDAR.

I.  REQUEST

A.  Project Information

	Project Title:
     

	Program and Center Requesting Data:
     
	Primary Contact:
     

	Program from which Data are Requested (Primary Custodian): 

     
	Primary Contact:
     

	Date of Request:        
	Date Revised:        


B.  Description of Project

Describe the project, including:

1. purpose(s) for obtaining data

     
2. intended uses

     
3. expected timeframe for use (ongoing, grant term, etc.)
     
C.  Requested Data Variables 

Please list the data elements required to complete this project. Note that the Department’s Confidentiality Policy and Procedures limits access to confidential data to only those variables necessary for the purpose of the project.

     
D.  Linkage 

Describe any linkage of requested data with any other data sources.  Please indicate which variables will be used for linkage.

     
E.  MDPH Staff/Agents Accessing the Information

List name, title, affiliation, and role in project.

     
F.  Security:

1. Describe where data will be stored and how they will be accessed by authorized users.

     
2. Describe the plan and time frame for returning or destroying the confidential information when the project is completed or when the confidential information is no longer required. Programs are required to follow the MDPH standards for destruction of data as described in the IT Services Device and Media Controls standard.  The standard will vary based on the location of the data (internal, external employee, external vendor).
     
G.  Off-Site Use 

The Department’s Confidentiality Policy and Procedures prohibit the use of confidential data off-site unless essential for the performance of the project.  If any confidential information will be used outside of MDPH offices by workforce members or agents of MDPH, describe where such data will be used, why the confidential data must be used off site, and measures that will be taken to ensure the confidentiality and security of the data.  If the program utilizes a vendor/contractor to analyze the data on its behalf, a separate confidentiality agreement is required and must be incorporated into and made a part of this agreement.

           

AGREEMENT
A. Restrictions

The program requesting access to confidential data subject to this Data Use Agreement agrees to the following restrictions:

1. The confidential information may only be used for the specific purpose(s) described in this agreement.  The requesting program is not authorized to share the data received with any other program within MDPH or disclose it to individuals or entities outside of MDPH, unless explicitly specified in this agreement. 
2. Access to the confidential information shall be limited to only those individuals listed in this agreement.  This agreement may be amended to add or remove authorized individuals.

3. Whenever feasible, the confidential information should be de-identified when identifiable data are no longer necessary.  At the completion of the project, all confidential information provided pursuant to this Data Use Agreement must either be returned to the primary custodian or destroyed.
4. All reports or analyses involving the confidential information shall comply with Procedure # 7:  De-identification, Limited Data Sets and Aggregate Data.  All publications containing aggregate data, based on these data, shall be reviewed through the MDPH Peer Review Process or a comparable committee or process, including a representative from the custodial program that provided the data, to verify that the appropriate aggregate data release standard is met prior to release.  
5. The Recipient or any authorized user shall report to the Privacy Officer and the Custodian any unauthorized access by or disclosure of data to persons not authorized under this application, any security breach, or any violation of this agreement.  A failure to report a violation may result in sanctions or termination of current and denial of future access to DPH confidential data.
B. Termination of Project

1. Expiration Date 

Specify an expiration date agreed upon by the lending and receiving parties.  In the absence of a specified date, the agreement shall expire in one year.  The agreement shall be kept current and all updates shall be made as needed and proposed changes shall be negotiated.

     
2. Return or Destruction of Confidential Information

All data provided pursuant to this agreement must be returned or destroyed as described above.
C. Effective Date

This Agreement becomes effective upon the date of the last signature to this Agreement.

	Recipient
	

	__________________________________________
(Recipient’s Signature – Center or Program Director)
	Date: ___________

	     
(Print name,  program and title)
	Phone #:       

	     
(Name of Recipient Contact Person, if different)
	Phone #:       

	Custodian
	

	__________________________________________
(Custodian’s Signature – Center or Program Director)
	Date: ___________

	     
(Print name, program and title)
	Phone #:       

	     
(Name of Contact Person, if different)
	Phone #:       


� When there are multiple programs participating in mutual data sharing, the form should be modified to reflect all participants.  Programs should consult with the RaDAR Coordinator or the Privacy Office if assistance is required.  
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